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On March 9,  2022, the U.S.  Secur i t ies  and Exchange Commiss ion ( the “SEC”)  proposed new and

amended ru les  for  publ ic  companies  regarding cybersecur i ty  r i sk  management ,  s t ra tegy,

governance,  and inc ident  repor t ing.  The SEC s ta ted that  the pol icy goals  o f  these proposed ru les

are to  benef i t  inves tors  wi th  more t imely  and cons is ten t  d isc losure about  mater ia l  cybersecur i ty

inc idents  in  order  to  be t ter  assess  whether  and how companies  are managing cybersecur i ty  r i sks .

The proposed rules would require current and periodic repor�ng of material

cybersecurity incidents. Addi�onally, the SEC proposed amendments that would

require periodic disclosures about a registrant’s policies and procedures to iden�fy

and manage cybersecurity risk. This would entail disclosing the impact of

cybersecurity risks on the registrant’s business strategy; management’s role and

exper�se in implemen�ng the registrant’s cybersecurity policies, procedures, and

strategies; and the board of directors’ oversight role, and cybersecurity exper�se, if

any.

More specifically, the SEC has proposed to:

Amend Form 8-K (the current report) to require registrants to disclose informa�on about a cybersecurity incident within four
business days a�er the registrant determines that it has experienced a material cybersecurity incident;

Amend Forms 10-Q (the quarterly report) and 10-K (the annual report) to require registrants to provide updated disclosure
rela�ng to previously disclosed cybersecurity incidents, and to require disclosure, to the extent known to management, when
a series of previously undisclosed individually immaterial cybersecurity incidents has become material in the aggregate;

Require disclosure in the annual report regarding policies and procedures, if any, for iden�fying and managing cybersecurity
risks, cybersecurity governance (including the board of directors’ oversight role regarding cybersecurity risks), management’s
role and relevant exper�se in assessing and managing cybersecurity related risks and implemen�ng related policies,
procedures, and strategies; and

Require disclosure if any member of the registrant’s board of directors has cybersecurity exper�se.
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https://www.sec.gov/rules/proposed/2022/33-11038.pdf
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Foreign private issuers are not exempt from the proposed cybersecurity rules. The

SEC has proposed to amend the Form 20-F (the annual report for foreign private

issuers, and the form used for certain securi�es registra�ons) to require foreign

private issuers to provide cybersecurity disclosures in their annual reports filed on

that form that are consistent with the disclosure that the SEC proposes to require in

the domes�c forms. In addi�on, the SEC proposed to amend Form 6-K to add

“cybersecurity incidents” as a repor�ng topic. The SEC will require that the proposed

disclosures be provided in inline XBRL.

The SEC, consistent with other rules, has not specified what is deemed “material” with respect to cybersecurity disclosure. The

SEC instead referenced U.S. Supreme Court decisions to state that informa�on is material if “there is a substan�al likelihood that

a reasonable shareholder would consider it important” in making an investment decision, or if it would have “significantly

altered the ‘total mix’ of informa�on made available.” In addi�on, any material informa�on not known or disclosable at the �me

of the relevant filing would need to be updated in future periodic reports.

Should you require any support in rela�on to the above or have any queries please do get in touch with Steven Hollander, Will

Vogel or anyone else in the Capital Markets team at WFW.
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DISCLAIMER

Watson Farley & Williams is a sector specialist interna�onal law firm with a focus on the energy, infrastructure and transport sectors. With offices in Athens,
Bangkok, Dubai, Dusseldorf, Frankfurt, Hamburg, Hanoi, Hong Kong, London, Madrid, Milan, Munich, New York, Paris, Rome, Seoul, Singapore, Sydney and Tokyo
our 700+ lawyers work as integrated teams to provide prac�cal, commercially focussed advice to our clients around the world.

All references to ‘Watson Farley & Williams’, ‘WFW’ and ‘the firm’ in this document mean Watson Farley & Williams LLP and/or its affiliated en��es. Any reference
to a ‘partner’ means a member of Watson Farley & Williams LLP, or a member, partner, employee or consultant with equivalent standing and qualifica�on in WFW
Affiliated En��es. A list of members of Watson Farley & Williams LLP and their professional qualifica�ons is open to inspec�on on request.

Watson Farley & Williams LLP is a limited liability partnership registered in England and Wales with registered number OC312252. It is authorised and regulated by
the Solicitors Regula�on Authority and its members are solicitors or registered foreign lawyers.
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The informa�on provided in this publica�on (the “Informa�on”) is for general and illustra�ve purposes only and it is not intended to provide advice whether that
advice is financial, legal, accoun�ng, tax or any other type of advice, and should not be relied upon in that regard. While every reasonable effort is made to ensure
that the Informa�on provided is accurate at the �me of publica�on, no representa�on or warranty, express or implied, is made as to the accuracy, �meliness,
completeness, validity or currency of the Informa�on and WFW assume no responsibility to you or any third party for the consequences of any errors or omissions.
To the maximum extent permi�ed by law, WFW shall not be liable for indirect or consequen�al loss or damage, including without limita�on any loss or damage
whatsoever arising from any use of this publica�on or the Informa�on.

This publica�on cons�tutes a�orney adver�sing.
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