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Not on ly  has the UAE amended i t s  o f f ic ia l  work ing week e f fec t ive f rom 1 Januar y 2022 to br ing i t

in  l ine wi th  the wes tern wor ld,  i t  has a lso in t roduced and amended an array of  laws to upgrade i t s

legal  sys tem and br ing them in l ine wi th  bes t  prac t ice and in ternat ional  s tandards too.

Amongst the more notable legisla�ve changes introduced are: (i) the UAE’s first standalone Federal Decree Law 45 of 2021

concerning data protec�on (“Data Protec�on Law”) and (ii) Federal Decree Law No. 34 of 2021, which is an amended version of

the law to combat cybercrimes (“Cybercrime Law”). Both new laws came into effect on 2 January 2022.

These landmark new laws bring significant changes not only to how business is

conducted in the UAE, but also to how businesses will manage and regulate

themselves. Non-compliance with these laws carries both financial and criminal

sanc�ons, the extent of which are to be determined by forthcoming implemen�ng

regula�ons.

Data Pro tec t ion Law

Similar to the EU’s General Data Protec�on Regula�on (“GDPR”), the Data Protec�on

Law has extraterritorial reach such that it applies to (i) any UAE domiciled

organisa�ons which process personal data of subjects whether located inside or

outside of the UAE and (ii) any foreign organisa�ons that process personal data of

subjects physically located in the UAE. In the la�er case, the law does not appear to restrict its applica�on to UAE residents but

rather extends its reach to anyone physically located in the UAE, which in principle might include tourists.

Notwithstanding the similari�es between the GDPR and its UAE equivalent, the Data Protec�on Law does contain a certain level

of ambiguity. It remains to be seen whether the implemen�ng regula�ons, which are yet to be released, will clarify those

ambigui�es and bring the law in line with the GDPR or diverge from interna�onal standards by making certain obliga�ons more

or less stringent. For example:

1. The extent and nature of sanc�ons (whether financial, administra�ve, or criminal) are yet to be disclosed;
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2. Although the Data Protec�on Law does impose an obliga�on of transparency on controllers, it does not – in its current form –
require controllers to no�fy, from the outset, data subjects of the reason their data is being collected, unlike the GDPR;

3. As under the GDPR, data transfers outside of UAE territory are permi�ed if the recipient overseas territory has adequate
protec�ons in place and subject to the UAE Data Office’s approval. It remains unclear however, whether the duty to carry out
an assessment of the overseas territory’s measure falls on the controller or whether it is up to the UAE Data Office to
determine the adequacy of measures implemented in the overseas territory; and

4. In the event of a data breach, the Data Protec�on Law requires the controller to no�fy data subjects if the breach is likely to
be “high risk” to the relevant individuals’ rights and freedoms. However, unlike the GDPR, it does not specify what cons�tutes
high risk nor does it set out the relevant threshold. If addressed in the implemen�ng regula�ons, the obliga�on may become
more in line with the GDPR.

While strictly speaking the Data Protec�on Law came into effect on 2 January 2022, it will only prac�cally be enforced once the

implemen�ng regula�ons are issued at which point UAE domiciled organisa�ons will have six months to ensure compliance.

Given the overall similari�es between the Data Protec�on Law and the GDPR, we can expect that a very similar if not iden�cal

level of compliance will be necessary and we therefore advise UAE domiciled businesses as well as foreign businesses processing

UAE related data to begin taking the necessary measures to ensure compliance with this legisla�on.

Cybercr ime Law

Another major change to the UAE’s legal system is the repeal of Federal Decree Law No. 5 from 2012 on comba�ng cybercrime

and its replacement with a more sophis�cated and developed new Cybercrime Law, which not only tackles cybercrime but also

addresses the spreading of false informa�on.

Doubtless inspired by the Covid-19 pandemic, the Cybercrime Law prohibits the sharing of fake news and rumours including

specifically as rela�ng to pandemics and similar crises. It subjects offenders to a he�y fine and poten�al imprisonment for up to

one year.

With regards to spreading false rumours, interes�ngly, the new law penalises both the publisher and those who contribute to

the further spreading of said rumours, such that it places a burden on the la�er of ensuring any informa�on they share is

accurate, failing which they will be held equally liable as the original publisher.

We have seen media giants such as Facebook subjected to substan�al fines during the 2016 US presiden�al elec�on for failing to

filter misleading campaigns and adver�sements which nega�vely influenced voters. Under the new law, at least in the UAE, it

would no longer solely be Facebook’s responsibility to filter fact from fic�on with users now also accountable for what they post.

The Cybercrime Law also deals with issues not addressed in previous laws, such as hacking (which was formerly described as

unauthorised access), impersona�on, electronic robots and cryptocurrency, as well as enhancing penal�es (both criminal and

financial) for breaches of the law.
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The introduc�on of these new provisions is a direct reflec�on of the development of new technology and the rather abrupt shi�

towards a borderless online personal and working environment. As discussed in our previous ar�cle on The Rise of Data

Protec�on, a significant amount of personal data is transmi�ed online – including financial informa�on, personal iden�fica�on

documents, addresses and indeed data as simple as photos – all of which cons�tute personal data and are now subject to the

new Data Protec�on Law.

Given how readily available such informa�on is, fraud, impersona�on and blackmail are becoming increasingly common. The old

cybercrime law simply could not address this more sophis�cated cybercriminal world. While various UAE laws did contain

provisions that prohibited (i) individuals from taking pictures of others without their consent, (ii) fraud and, of course, (iii)

misrepresenta�on, the new Cybercrime law explicitly sanc�ons those who impersonate others (regardless of whether they are

individuals or en��es) on the internet. This includes crea�ng fake profiles, websites, domains, emails etc.

For further advice on how to comply with the new Data Protec�on Law or how to deal with cybera�acks, please contact our

team.
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The informa�on provided in this publica�on (the “Informa�on”) is for general and illustra�ve purposes only and it is not intended to provide advice whether that
advice is financial, legal, accoun�ng, tax or any other type of advice, and should not be relied upon in that regard. While every reasonable effort is made to ensure
that the Informa�on provided is accurate at the �me of publica�on, no representa�on or warranty, express or implied, is made as to the accuracy, �meliness,
completeness, validity or currency of the Informa�on and WFW assume no responsibility to you or any third party for the consequences of any errors or omissions.
To the maximum extent permi�ed by law, WFW shall not be liable for indirect or consequen�al loss or damage, including without limita�on any loss or damage
whatsoever arising from any use of this publica�on or the Informa�on.

This publica�on cons�tutes a�orney adver�sing.
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