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INTRODUCTION

Data privacy and the regulation of data protection have become increasingly relevant topics with the rise of the digital age. Now,

more than ever, consumers are communicating, socialising, banking and shopping online.

As a consequence, a corresponding rise in cybercrime activity has been noted, with cybercriminals seeking to take advantage of

the extensive information they are able to obtain from the businesses who collect, control and process this data.

In response, over the last decade or so, legislators around the world have been working to implement laws and regulations

specifically designed to protect and shield personal data from being leaked, misused, or abused.

The introduction of the European Union’s landmark General Data Protection Regulation (GDPR) in 2016 set the benchmark for

data protection, which countries all around the world are now looking to emulate.

The introduction of GDPR increased global awareness of the importance of data
"The UAE Federal privacy and protection, with many regulators seeking to introduce or improve data
Data Protection Law privacy regulations in order to facilitate international data transfer, including

will be the first countries in the Middle East.

stand-alone law of
its kind in the UAE." By way of example, in 2016, Qatar introduced Data protection Law No. 13 of 2016,

modelled on the GDPR. This was followed by Bahrain’s Personal Data Protection
Regulation of 2018, Egypt’s Data Protection Law of 2019, Saudi Arabia’s NDMO
Personal Data Protection Interim Regulations and, most recently, the Saudi Data Protection Law of 2021, which is expected to

come into effect in Q1 of 2022.
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Following the stream of countries building and developing data privacy and protection regimes, the United Arab Emirates have
recently announced the imminent introduction of a new Federal Data Protection Law. Whilst data protection is not an unknown
feature of UAE law, with other laws encompassing the protection of an individual’s right to privacy, the UAE Federal Data
Protection Law will be the first stand-alone law of its kind in the UAE. The UAE Minister of State for Artificial Intelligence, Digital
Economy and Remote Work Applications has stated the Federal Data Protection Law will “guarantee personal privacies and the
ability for the private sector to grow, innovate, and prosper. It gives individuals the right to be forgotten, the right of access, the

right of correction, and the right to be informed”. It is therefore also anticipated to be modelled on the GDPR.

HOW IS DATA PRIVACY RELEVANT TO BUSINESSES IN THE UAE?

All UAE businesses undoubtedly control and/or process personal data which will inevitably be protected under the UAE Federal

Data Protection Law. This includes personal information held on employees, customers, suppliers etc.

Non-compliance with data protection regulations may have several implications for

n Non-compliance businesses. It can lead to financial or criminal sanctions, reputational damage and, of

with data protection course, may subject a business to lengthy and expensive litigation. It is for these very
regulations may have reasons that businesses ought to ensure that the necessary measures are put in
several imp|icqfions place to facilitate compliance with the anticipated data protection legislation.

for businesses."
While it remains to be seen how the UAE Federal Data Protection Law will sanction

non-complying businesses, examples such as that of Amazon or any of the 800+
other fines issued by EU regulators since the implementation of GDPR in May 2018, show that the impact of non-compliance can

be disastrous.

Financial problems are only part of the damage a business can suffer. Reputational damage is an inevitable consequence with
equally detrimental effects. Loss of trust in a brand’s ability to safeguard its client’s information or an employer’s ability to
protect its employees’ financial and personal information, can also have consequential reputational and financial implications for

a business.

Therefore, it is imperative for businesses to start considering now what they need to do to prepare for the introduction of the

UAE’s Federal Data Protection Law.

RISKS ASSOCIATED WITH NON-COMPLIANCE

In its July 2021 earnings report, Amazon disclosed having been fined US$800m+ for breaches of GDPR. WhatsApp Ireland Ltd
was also fined circa US$260m earlier this year for breaching GDPR.

Another business giant hit this year by a GDPR-related scandal was Uber for breaching Article 22. Article 22 is intended to
protect individuals from data controllers/processors using their data and making automated decisions that have a legal or
significant impact. The ruling issued in the Netherlands was made in light of Uber’s “robo-firing” techniques which terminated
employees purely on the basis of algorithms. In this case, Uber was ordered to re-instate several employees as well as pay them

compensation for unfair termination.
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While tech giants are able to handle the financial and, potentially, reputational

"In addition, it is worth implications of failing to comply with GDPR, this is not the case for less well
noting that depending established and stable businesses facing similar charges.

on the jurisdiction and

the appliable data In addition, it is worth noting that depending on the jurisdiction and the appliable
protection regulations, data protection regulations, the consequences of hon-compliance may entail

the consequences of criminal sanctions against the data protection officer or even the directors of a
non-compliance may company.

entail criminal

sanctions against the WHAT DO BUSINESSES IN THE UAE NEED TO DO TO
data protection officer PREPARE

or even the directors of

a company." While the legislation is still in draft form, this is a good time for businesses to start

“data mapping”. Data mapping entails identifying what type of data a business holds,

who it belongs to, where it is stored, how long the business retains it for, who has

access to it etc.

The purpose of data mapping is to identify and manage risk associated with the extent of data collected from subjects. To
mitigate that risk, businesses should start working towards establishing policies and procedures concerning the collection,
retention, protection, processing and, eventually, disposal of personal data. Although the Federal Data Protection Law will
ultimately specify data controllers’ and processors’ obligations towards their subjects, work in progress policies and procedures

can subsequently be updated to meet the required regulatory threshold.
A key feature of data protection is that it imposes an ongoing obligation on businesses. It is not only a matter of identifying data

and managing it together with data subjects, businesses should also start considering how best to implement, operate and

monitor their data.
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DISCLAIMER

Watson Farley & Williams is a sector specialist international law firm with a focus on the energy, infrastructure and transport sectors. With offices in Athens,
Bangkok, Dubai, Dusseldorf, Frankfurt, Hamburg, Hanoi, Hong Kong, London, Madrid, Milan, Munich, New York, Paris, Rome, Seoul, Singapore, Sydney and Tokyo
our 700+ lawyers work as integrated teams to provide practical, commercially focussed advice to our clients around the world.

All references to ‘Watson Farley & Williams’, ‘WFW’ and ‘the firm’ in this document mean Watson Farley & Williams LLP and/or its affiliated entities. Any reference
to a ‘partner’ means a member of Watson Farley & Williams LLP, or a member, partner, employee or consultant with equivalent standing and qualification in WFW
Affiliated Entities. A list of members of Watson Farley & Williams LLP and their professional qualifications is open to inspection on request.

Watson Farley & Williams LLP is a limited liability partnership registered in England and Wales with registered number 0C312252. It is authorised and regulated by
the Solicitors Regulation Authority and its members are solicitors or registered foreign lawyers.

The information provided in this publication (the “Information”) is for general and illustrative purposes only and it is not intended to provide advice whether that
advice is financial, legal, accounting, tax or any other type of advice, and should not be relied upon in that regard. While every reasonable effort is made to ensure
that the Information provided is accurate at the time of publication, no representation or warranty, express or implied, is made as to the accuracy, timeliness,
completeness, validity or currency of the Information and WFW assume no responsibility to you or any third party for the consequences of any errors or omissions.
To the maximum extent permitted by law, WFW shall not be liable for indirect or consequential loss or damage, including without limitation any loss or damage
whatsoever arising from any use of this publication or the Information.

This publication constitutes attorney advertising.

Watson Farley & Williams LLP Registered office: 15 Appold Street, London, EC2A 2HB, UK | T:+44 207814 8000 | F:+44 207814 8141/2 4


https://www.wfw.com/people/charlotte-bijlani/
tel:+971 4 278 2308
mailto:cbijlani@wfw.com
https://www.wfw.com/people/soraya-corm-bakhos/
tel:+971 4 278 2329
mailto:SCormBakhos@wfw.com
https://www.wfw.com/people/solange-leandro/
tel:+44 20 7814 8244
mailto:sleandro@wfw.com
https://www.wfw.com/people/haya-al-bawab/
tel:+971 4 278 2330
mailto:halbawab@wfw.com

